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ABSTRACT 
Secure communication of voice data is a contemporary issue in this 
information age. Voice data signals are vulnerable to cybercrime, 
affecting economic and business ventures of government and non-
governmental organizations. This paper aims to secure voice data 
using the Enhanced Data Encryption Standard (EDES) Algorithm. The 
method included acquiring voice samples and designing a robust 
encryption and decryption algorithm leveraging Matlab. It incorporated 
Structural Similarity Index Metrics (SSIM) to evaluate the performance 
of the EDES algorithm. The system’s performance was 
comprehensively evaluated, focusing on quality of service (QoS) and 
quality of experience (QoE). The performance of the EDES algorithm 
was tested, showing average results for Signal to Noise Ratio (SNR), 
Peak Signal to Noise Ratio (PSNR), Mean Square Error (MSE), 
Structural Similarity Index Metric (SSIM) and Average Difference (AD), 
reaching 31.0337dB, 31.7079dB, 87.7653, 0.99385, and 0.9148 
respectively, using Matlab simulations. The results of the presented 
enhanced algorithm were validated with ITU voice transmission 
standards (P.800, P.862, and P.863) and reference [5]. In terms of 
SNR, PSNR performance, its SNR is 11.4% and PSNR is 14.4% better 
than the one in reference [5]. This indicated that it is secure, reliable, 
and efficient for secure voice data communications, with intelligibility 
of the recovered voice data signal. The developed EDES algorithm 
plays a pivotal role in safeguarding data privacy and fortifying defenses 
against cyber threats, thereby elevating communication security 
standards.  

 
INTRODUCTION 
  In everyday life we engage in both visual 
and verbal communication.  Today, electronic 
multimedia communication system using mobile 
Handset is the most common way of 
communication. These communications are 
vulnerable to cybercrimes. In the last few 
decades, various data protection techniques have 
been developed to address cybercrimes, provide 
data security, and protect confidential information 
or privacy interest of voice data. Data security is 
one of the most significant features in the field of 
data transmission. A high level of security is 
needed in case of data privacy and storage. It is 

necessary to implement data protection with a 
high-security rate and confidentiality. 
Cryptographic techniques are often widely applied 
to secure transmission of multimedia 
communication. Cryptography is the process of 
transforming plain text or original information into 
an unintelligible form known as Ciphertext so that 
it may be sent over unsafe channels of 
communications [1] [2].   
  Cryptography is utilized to provide 
security to the data by preventing it from 
unauthorized users. In cryptography, the content 
of voice data is protected using an 
encryption/decryption algorithm. Authorized users 
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can have access to the original content by using 
the decryption algorithm with the correct 
encryption key. The main goals of using 
cryptography are authentication, integrity, 
confidentiality, non-repudiation, and availability 
[1]. 
  Data encryption is the process of 
converting data from a readable format to a 
scrambled piece of information. This is done to 
prevent unauthorized people or hackers from 
accessing confidential information in transit. 
Encryption can be applied to documents, files, 
audio, videos, text messages, or any other form of 
communication [3]. The main mechanism in 
cryptography is encryption and decryption that 
guide the flow of data. Depending on the 
sensitivity level, multimedia data can either be 
totally, partially, or perceptually encrypted. Audio 
encryption techniques have gained ground in 
multimedia security for audio communication over 
networks [4].  Voice data is different from other 
data like digital images and text messages due to 
the high redundancy, strong correlation and bulk 
capacity between voice samples.  
  Encryption of voice information is 
performed by filling specific parts of the message 
which represent the silent parts of the voice signal 
with noise signal before transmission, extraction 
this noise will yield the original voice signal at the 
receiver. Voice communication is almost utilized in 
every activity of daily life like military applications, 
education, e-learning, commerce, phone banking, 
politics, news broadcasting and so forth. 
Therefore, protecting voice data while transmitting 

over any insecure communication channel by 
using cryptography techniques became an 
important issue [5].  
  Furthermore, encryption is considered 
the basic building block of data security, widely 
used by many organizations and individuals for 
protecting useful and confidential data by 
encoding it in such a way that it can only be 
decrypted or accessed by an individual who holds 
the correct encryption key or password. The 
decryption key must be kept secret at all times. 
The plain text and the ciphertext are the key 
elements in cryptography. The plain text is the 
original data and ciphertext is the 
incomprehensible data formed from the plain text 
using encryption. The original data must be 
protected during the process of transmission or 
storage. Consequently, encryption is utilized for 
data security [2]. 
  Ensuring adequate security measures 
for this system is crucial, therefore, the need for 
proper use of Network Security Model can never 
be over emphasized. The Network Security Model 
provides the new professionals with the 
knowledge to discover what has been 
implemented and what has not been implemented 
from a security stand point. The implementation of 
security has two parts: the code and the 
setup/configuration. The code is the program 
which security depends. The setup is whole data 
that controls the operations of these programs: 
folder structure, access control lists, group 
memberships, encryption keys [6]. The Fig. 1.1 
depicted Network Security Model. 

 
Fig. 1.1: Model for Network Security. 
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METHODOLOGY 
  The methodologies adopted in this 
paper are as follows:  

1. The first stage involves assigning prime 
numbers and then recording voice for a 
period of 5 seconds. 

2. Designing an EDES 
encryption/decryption algorithm using 
the MATLAB programming 
environment.  

3. After that, a key is generated for the 
voice encryption, the decryption 
process involves inputting the private 
key and then uploading the encrypted 
voice data into the system. Use the 
same key for decryption, the original 
voice data is recovered. 

4. Finally, objective and subjective 
evaluations were performed to verify the 
effectiveness of the system. 

 
RESULTS AND DISCUSSIONS 
  The test results were presented and 
discussed in this chapter to enable evaluation of 
the performance of the work. The plotted diagrams 
analyse, SNR, PSNR, MSE, SSIM and AD, in 
graphical form of the simulation process. Original 
voice, spectrogram, encrypted and decrypted 
voice signals presented. Also, Graphical User 
Interface results were presented. 
 

Graphical Interpretation of Original, Encrypted 
and Decrypted Voice Signals 
  Figure 1.2 shows the original speech 
signal that was loaded into the EDES algorithms 
and it is clear that no encryption has been added 
yet. Figures 4.2 shows the spectrogram of the 
original speech signal after being subjected to 
audio listening using Matlab codes.  

 
Figure 1.2: Waveform of the Original Voice1 
Signal. 
  The spectrogram was obtained by using 

the 𝑀𝐴𝑇𝐿𝐴𝐵® function ‘spectrogram (x, 
window, noverlap, nfft, fs). ‘x’ is the speech signal 
(data vector), ‘window’ is the window function 
(Hanning), ‘noverlap’ is the number of samples 
(50%) in this case, ‘nfft’ is the fft length (integer), 
and ‘fs’ is the sampling frequency of the data 
vector x. 

 
  Figure 1.3: Spectrogram of the Original Voice 1 Signal. 
 
  The result demonstrated that the 
simulation waveform of the encrypted voice 1 

signal is shown in Fig. 4.3 after applying EDES 
encryption algorithm and filling the silent parts of 
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the original signal (from 0.5s to 3.5s) with noise 
before transmission. From this figure, it is clear 
that the encrypted speech signal is contaminated 
by unwanted background noise components 
which degrades the original voice 1 signal. The 
amplitude of the voice signal waveform (from 0 to 
300) represented the loudness or intensity of the 
voice signal. It varies continuously over time, 
corresponding to the variations in air pressure 
caused by the vocal cords or loudness of the 
speech signal.  
  During voiced speech, the waveform 
exhibits a regular, repeating patterns due to the 
periodic vibration of the vocal cords as shown. 
During unvoiced speech (silence periods), the 
waveform is more irregular and noisier. It contains 
some pauses or intervals of silence or low 
amplitude between words or phrases. The 
waveform envelope outlines the general shape or 
contour of the signal’s amplitude over time, while 
the time structure represents the rapid oscillations 
within the envelope. The signal is plotted on a 
graph with time on the x-axis, and amplitude on 
the y-axis.  

 
Figure 1.4: Waveform of the Encrypted Voice 1 
Signal. 
 
  Fig. 1.4 shows the decrypted voice 1 
signal after being subjected to decryption 
algorithm in Matlab and noise extraction to recover 
the original voice. The extraction was stated from 
0 to 3.5 second, at an amplitude from 0 to 250, 
after which the original voice was recovered. As 
can be seen, the decrypted voice signal is exactly 
a replica of the original voice 1 signal. This 
indicates the effectiveness of the EDES algorithm.      

 
Figure 1.5: Waveform of the Decrypted Voice 1 
Signal. 
 
While Fig. 1.5 below shows its spectrogram. The 
spectrogram returns the Short-time Fourier 
transform of the input voice signal, x. Each column 
of s contains an estimate of the short-term, time-
localized frequency content of x. The spectrogram 
indicates the formants corresponding to 
frequencies of greater energy. It can be seen from 
the spectrogram obtained the grey scale level at 
each point; the grey scale is typically used to 
indicate the energy at each point. The intensity of 
a point is proportional to the spectrum magnitude 
at that frequency and time. The difference in 
performance of the various speech signals can be 
seen on spectrogram of the decrypted speech. 
 
CONCLUSION 
  In conclusion, this paper successfully 
achieved its primary objectives of developing of an 
EDES algorithm for secured voice communication. 
Through careful design, and testing, the algorithm 
demonstrated robust performance in securing the 
voice data. The EDES algorithm was implemented 
using MATLAB® R2021a on Windows 10. The 
development successfully encrypted and 
decrypted voice data with accuracy, 
demonstrating the algorithm’s effectiveness in 
securing sensitive information. Performance 
metric tests on the QoE indicated that the 
algorithm operated efficiently within acceptable 
limits. SSIM, AD, PSNR, SNR and MSE quality 
metric tests were all conducted on five voice data 
samples and the results were found to be within 
the acceptable limits. 
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  The developed EDES algorithm is better 
in terms of speed of encryption, and quality of 
decrypted voice. This work can be used on fourth 
generation (4G) of Mobile Telecommunications 
Technology (Long-term Evolution). Therefore, it 
can be concluded that the developed system will 
be a suitable choice for encrypting data in modern 
applications and sets a foundation for ongoing 
advancement in cryptographic technologies. 
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